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Abstract- Secure environments protect their resources against unauthorized access by enforcing access control mechanisms.
So when increasing security is an issue text based passwords are not enough to counter such problems. The need for
something more secure along with being user friendly is required. This is where Image Based Authentication (IBA) comes
into play. This helps to eliminate tempest attack, shoulder attack, Brute-force attack. Using the instant messaging service
available in internet, user will obtain the One Time Password (OTP) after image authentication. This OTP then can be used
by user to access their personal accounts. The image based authentication method relies on the user’s ability to recognize
pre-chosen categories from a grid of pictures. This paper integrates Image based authentication and HMAC based one time
password to achieve high level of security in authenticating the user over the internet.
Keywords- Image Based Authentication System, Tempest Attack, Shoulder Attack, Brute-force Attack.

force attack. User has to select three images from the
respective grid.
2.1 SCREENSHOTS OF SECOND-LEVEL

I. INTRODUCTION AND MOTIVATION
Authentication plays a crucial role in protecting
resources
against unauthorized and illegal use.
Authentication processes may vary from simple
password based authentication system to costly and
computation intensified authentication systems.
Passwords are more than just a key. They serve
several purposes. They ensure our privacy, keeping
our sensitive information secure. Passwords
authenticate us to a machine to prove our identity-a
secret key that only we should know. They also
enforce non repudiation, preventing us from later
rejecting the validity of transactions authenticated
with our passwords.
Our username identifies us and the password
validates us. But passwords have some weaknesses:
more than one person can possess its knowledge at
one time. Moreover, there is a constant threat of
losing your password to someone else with venomous
intent.

Fig 1 : Registration Form

II. RELATED WORK
The main Objective of of 3-Level Security system is
a unique and an esoteric study of using images as
password and implementation of an extremely
secured system, employing 3 levels of security.
1) Level 1
Security at level 1 has been imposedby simple textbased password.
2) Level 2
Security at this level has been imposed by using
image based authentication(IBA) which helps to
eliminate shoulder attack ,tempest attack and brute-

Fig 2. Login Form
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3) Level 3
After the successful clearance of the above two levels,
the 3-Level Security System will then generate a onetime numeric password that would be valid just for
that login session. The authentic user will be
informed of this one time password on his email-id.

a HMAC- SHA-1 algorithm is used. Since the output
of the HMAC-SHA-1 calculation is 160 bits, we have
to truncate this value
to a smaller digit so that it can be easily entered.
OTP(Key,T)=Truncate(ToHex(HMAC-SHA1(Key,T)))
Where –Truncate converts the value generated
through HMAC-SHA-1to an OTP value.

III. PROPOSED SYSTEM
3.1 HMAC-Based One-Time Password Algorithm
This paper describes an algorithm which is used to
generate Time-synchronized OTP values, based on
SHA-1 based Hash Message Authentication Code
(HMAC). This is called as the HMAC-Based OneTime Password because here OTP is generated based
on HMAC. One-Time Password is obviously one of
the easiest and most popular forms of two-factor
authentication that can be used for securing access to
accounts. One-Time Passwords are often referred to
as a secure and stronger forms of authentication, and
allowing them to installed across multiple machines
including home computers, mobile phones etc. When
the user selects the pre-selected images to login an
OTP is generated and sent to the corresponding
mobile phone. The user is then directed to next page
where the user is asked to enter the OTP. The user
gets the OTP using the e-mail account and enters it. If
the OTP is verified the user succeeds in logging in the
system.

3.3 Generation of OTP Value
The algorithm can be described in 3 steps:
Step 1: Generate the HMAC-SHA-1 value Let HMK
= HMAC-SHA-1(Key, T) // HMK is a 20-byte string
Step 2: Generate a hex code of the HMK.
HexHMK=ToHex (HMK)
Step 3: Extract the 8-digit OTP value from the string
OTP = Truncate (HexHMK) The Truncate function in
Step 3 does the dynamic truncation and reduces the
OTP to 8-digit.
IV. CONCLUSION
A new type authentication system, which is highly
secure has been proposed in these paper. This system,
is also more user friendly.This system will definitely
help thwarting Shoulder attack, Tempest attack and
Brute-force attack at the client side.Though 3-Level
Security system is a time consuming approach, it will
provide strong security where we need to store and
maintain crucial and confidential data secure. Such
systems provide a secure channel of communication
between the communicating entities. The ease of
using & remembering images as a password also
support the scope of
these systems.

3.2 Algorithm Requirements
A - The algorithm MUST be time synchronized.
B - The algorithm SHOULD be economical to
implement by reducing the amount of hardware
required.
C - The algorithm MUST work with any sort of code
generating tokens.
D - The value displayed on the token or any mail
message should be easy to read and entered by the
user. For this the OTP value should be of reasonable
length such as a 8-digit value. It is desirable for the
OTP value to be a numeric digit so that it can be
easily entered.
E - User-friendly mechanisms should be available to
resynchronize the time.
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